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USUAL RESPONSE WHEN I TAKE A SESSION



CYBER LAW APPLICABILITY 

 COMPUTERS

 COMPUTER SYSTEMS

 COMPUTER RESOURCES

 COMPUTER NETWORKS

 COMMUNICATION DEVICES

 DATA OR INFORMATION IN ELECTRONIC FORM OR DIGITAL 

FORM 



PHILOSOPHY OF IT ACT

 INFORMATION TECHNOLOGY ACT 2000

 INFORMATION TECHNOLOGY AMENDED ACT 2008

 Essentially, it is not a penal statute.

 It is not yet another weapon  in the arsenal of the stake 
holders.

 The act is essentially intended to promote e-governance of 
which an essential part is e-commerce





ELECTRONIC RECORDS 

 SEC 2 (1) (t) – IT ACT 

 SEC 4 – IT ACT



DIGITAL PAYMENTS



VIDEO CONFERENCING & CYBER LEGAL 

ASPECTS 



FACIAL RECOGNITION & INDIAN CYBER 

LAW



AI- ARTIFICIAL INTELLIGENCE



AI CASE STUDY – AI ASTRONAUT 

COMPANION



AI VIDEO CONFERENCING ACT- ILLINOIS













The Indian Generative AI..





























CYBER LAW & CYBER SECURITY 

LEARNINGS FROM BAAHUBALI ..



CYBER INTERNAL ATTACK



INVASION OF TRUST



SHARING OF CONFIDENTIAL INFO



EACH CYBER CRIME DIFFERENT 

APPROACH



CYBER SECURITY- INNOVATION STRATEGY



CYBER SECURITY- INDIGENOUS WAY



CYBER SECURITY INCIDENT RESPONSE



CYBER LAW PREPAREDNESS



CYBER CRIME DETECTION



CYBER LAW AWARENESS



AI, CYBER LAW & CYBER SECURITY 

LEARNINGS FROM SPECIAL OPS 2



KEY LEARNINGS FROM SPECIAL OPS 2

 AI & DIGITAL MANIPULATION

 AI – DOUBLE EDGE SWORD- AS A TOOL FOR ATTACK & DEFENSE

 AI & CYBER WARFARE

 ROBUST CYBER STRATEGIES & DEFENSES

 PROACTIVE MEASURES – POTENTIAL CYBER THREATS



CYBER LAW & CYBER SECURITY 

LEARNING FROM JSK MOVIE



AI LEGAL LEAP FROG STEPS

 EU AI ACT

 SOUTH KOREA – FEB 2025 APPROACH

 CHINA NEW RULES ON GEN AI

 AI LEGAL STATUS

 CYBER SECURITY BREACH



















IoT- INTERNET OF THINGS & INDIAN 

CYBER LAW



WEARABLE DEVICES & INDIAN CYBER LAW

 The terms “wearable technology“, “wearable devices“, and 

“wearables” all refer to electronic technologies or 

computers that are incorporated into items of clothing and 

accessories which can comfortably be worn on the body.



CLOUD & INDIAN CYBER LAW 



E-AUCTION & INDIAN CYBER LAW 



5G  - SIM FRAUD



IMPERSONATION ATTACKS 



POLICIES – T & C

















































METAVERSE & INDIAN CYBER LAW



METAVERSE- DIGITAL CRIME & DIGITAL 

AVATAR 







METAVERSE LAND- VIRTUAL LAND







METAVERSE POLICING..



METAVERSE CITIZENSHIP





NFT- NON FUNGIBLE TOKENZ



WEB 3.0





CYBER SOVEREIGNITY 

 The concept of Cyber Sovereignty has already seen 

evolution wherein countries have included not just the 

physical boundaries, but also have extended the same 

to the Outer Space, Deep Seabed, Arctic and Antarctic 

regions.

















PACEMAKER AS DIGITAL EVIDENCE….



IoT CASE STUDY – 1-WITNESS “ALEXA”-

IoT Device 

 WITNESS – “ALEXA” – CALLED – GIVE EVIDENCE – MURDER 

INVESTIGATION- FLORIDA 

 A WOMAN WAS KILLED BY A SPEAR- FLORIDA, - JULY 2019

 ALEXA –AUDIO RECORDINGS – DURING ATTACK 

 DIGITAL EVIDENCE – SOLVE THE MURDER 



IoT DEVICES AS EVIDENCE ….

 IOT DEVICES- AMAZON ECHO AS EVIDENCE

 In 2015, James Bates was charged with the murder of Victor Collings, who was found 
strangled and drowned in Bates’s hot tub. Though Bates claims it was probably accidental 
drowning and that he was asleep at the time of death. However, based on inconsistencies in 
the timeline and his story, the police suspected him of the murder.

 Further, among the IoT devices possessed by Bates, the police sent a warrant to Amazon 
asking for recordings from his Amazon Echo. Home Assistant Devices such as Google Home, 
Echo have mics that are always recording. This data could potentially break open the case.



IoT CASE STUDY- 2 –GEOLOCATION DATA-

DENMARK- MOBILE PHONE

 DENMARK RELEASED 32 PRISONERS 

 RELIABILITY OF GEOLOCATION DATA – MOBILE PHONE – MOBILE 

NETWORK OPERATORS

 SOFTWARE- SYSTEM – CONNECTED TO SEVERAL TOWERS AT 

ONCE-

 WRONGFUL CONVICTIONS 



CYBER VERSION…



STRATEGY….



IT ACT…





NEW CYBER FRAUD..



WEBSITE PHISHING & NEW SEARCH 

ENGINE FRAUD



SWEET & CRYPTO…



FANCY WEBINAR FRAUDS..





TWITTER- SAILOR CASE…



IOT CASE STUDY…..

 SMART TV CASE STUDY- MALAYSIA 



HACKING OF IT ACCOUNTS

 CA STUDENT



CYBER MURDER 



CASE STUDY

 HUSBAND SUSPECTS WIFE

 GIFTS HER A DIAMOND STUDDED MOBILE

 HAS A PROGRAM/TOOL PRE-INSTALLED ON PHONE

 TO COLLECT ALL DATA – GATHER EVIDENCE

 MATRIMONIAL DISPUTE



CYBER INSURANCE



Cyber security 

 The term “Cyber Security” has been 
newly added in the IT Amended Act 
2008, under Section 2 (nb) which is as 
under–

 “Cyber Security” means protecting 
information, equipment, devices, 
computer, computer resource, 
communication device and information 
stored therein from unauthorized 
access, use, disclosure, disruption, 
modification or destruction.



E-CONTRACTS & DIGITAL SIGNATURES

 E-contracts – Click Wrap, Browse Wrap etc

 Digital Signatures – authentication 

 Electronic Signatures – IT Amended Act 2008



DIGITAL SIGNATURE & ELECTRONIC 

SIGNATURE



REGISTRATION OF PROPERTY- DIGITAL 

SIGNATURE

 Registration of Property- using

 Digital Signature

 Esign

 Execute all or any property transaction docs

 Power of Attorneys, Cheques



INTERMEDIARY UNDER IT ACT

 The Indian Cyber law has also come up with a unique 

concept known as “intermediaries”. Intermediary is 

defined under Section 2(1)(w) of the amended Information 

Technology Act, 2000 in the widest possible terms. 

 Any person who on behalf of another person receives, 

stores or transmits any particular electronic record or 

provides any service with respect to that record becomes 

an intermediary in India. 



INTERMEDIARIES INCLUDE BUT NOT 

LIMITED TO 

 Telecom Service Providers, Network Service Providers, 

Internet Service Providers, Web Hosting Service Providers, 

Search Engines, Online Payment Sites, Online Auction 

Sites, Online Marketplaces and Cybercafés. 

 Further the law has also stipulated the liability 

of intermediaries for any third-party data, information or 

communication link made available by them.



Who is an Intermediary?

 COMPANY – ENTITIES 

 ASSOCIATION

 TRUST

 PROFESSIONAL

 COLLECTING INFO- IN DIGITAL OR E-FORM, PROVIDING SERVICES, ON ITS OWN 

OR BEHALF OF ANY PERSON, ENTITY



SEC 67C – IT ACT- INTERMEDIARIES

 Preservation and retention of information by intermediaries. 

 -(1) Intermediary shall preserve and retain such information as 

may be specified for such duration and in such manner and 

format as the Central Government may prescribe.

 (2) Any intermediary who intentionally or knowingly contravenes 

the provisions of sub-section (1) shall be punished with an 

imprisonment for a term which may extend to three years and 

also be liable to fine.]

https://indiankanoon.org/doc/91464962/
https://indiankanoon.org/doc/61936732/
https://indiankanoon.org/doc/61936732/


SEC 72 A-CRIMINAL OFFENCE

 Punishment for Disclosure of information 

in breach of lawful contract -

 Any person including an intermediary who, 

while providing services under a lawful 

contract, has secured access to any 

material containing “Personal

Information” about another person, 

discloses such information knowingly or 

intentionally

 Imprisonment up to 3 years or fine up to 5 

lakh or with both (Cognizable but Bailable) 



EXPOSURE TO LIABILTIES

 CIVIL LIABLITIES- DAMAGES BY WAY OF COMPENSATION

 5 CRORE RUPEES PER CONTRAVENTION

 CRIMINAL LIABILITIES

 3 YRS – LIFE IMPRISONMENT

 FINE – Rs.1 lakh- 10 lakhs



Who is liable ?

 Sec.85: Offences by companies

 The company itself, being a legal person;

 The top management including directors; and

 The managers (persons directly responsible for the data)

If it is proved that -

 they had knowledge of a contravention; or

 they have not used due diligence

 that it was caused due to their negligence



RANSOMWARE



CERT-IN GUIDELINES & 

APPLICABILITY 

 This is in reference to the Guidelines and Directions issued by CERT-In 

Government of India Ministry of Electronics and Information 

Technology (MeitY) Indian Computer Emergency Response Team 

(CERT-In) by way of No. 20(3)/2022 issued on 28th April 2022 under 

sub-section (6) of section 70B of the Information Technology Act, 2000 

relating to information security practices, procedure, prevention, 

response and reporting of cyber incidents for Safe & Trusted Internet 

for all Body Corporate, Intermediaries, Service Providers, 

Governmental Organisations, Professionals, Sole Proprietors, 

Associations including Trusts



WHAT CERTIN GUIDELINES MEAN FOR 

YOUR ORGANISATION

 MANDATED LOGS RETENTION AND SECURED MAINTENANCE- ICT SYSTEMS- 180 
days

 REPORTING – CYBER SEC BREACHES- 6 Hours

 DATA LOCALISATION

 REPORTING VIA EMAIL, FAX, PHONE

 POINT OF CONTACT- APPOINTMENT 



REPORTING- CYBER SEC BREACHES

 Targeted scanning/probing of critical networks/systems 

 Compromise of critical systems/information 

 Unauthorised access of IT systems/data 

 Defacement of website or intrusion into a website and unauthorised changes such as 
inserting malicious code, links to external websites etc.

 Malicious code attacks such as spreading of virus/worm/Trojan/Bots/                 
Spyware/Ransomware/Cryptominers

 Attack on servers such as Database, Mail and DNS and network devices such as 
Routers

 Identity Theft, spoofing and phishing attacks 

 Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks

 Attacks on Critical infrastructure, SCADA and operational technology systems and 
Wireless networks 

 Attacks on Application such as E-Governance, E-Commerce etc. 



 Data Breach 

 Data Leak 

 Attacks on Internet of Things (IoT) devices and associated systems, networks, software, 
servers 

 Attacks or incident affecting Digital Payment systems

 Attacks through Malicious mobile Apps 

 Fake mobile Apps 

 Unauthorised access to social media accounts 

 Attacks or malicious/ suspicious activities affecting Cloud computing       
systems/servers/software/applications 

 Attacks or malicious/suspicious activities affecting systems/ servers/ networks/ software/ 
applications related to Big Data, Block chain, virtual assets, virtual asset exchanges, 
custodian wallets, Robotics, 3D and 4D Printing, additive manufacturing, Drones

 Attacks or malicious/ suspicious activities affecting systems/ servers/software/ applications 
related to Artificial Intelligence and Machine Learning



LIABILITY – IN CASE OF NON-

COMPLIANCE- CERTIN GUIDELINES 2022

 CIVIL LIABILITY- Sec 43 – IT Act – Upto INR 5 Crores- per contravention

 CRIMINAL LIABILITY- Sec 85- Top Management, Middle Management and every 

stake holder responsible in Organisation- Can be jailed

 COMPANIES ACT 2013- Liability- Sec 134 (3) (n), Section 402

 Section 70 (B)(7)- One Year of Imprisonment or One Lakh Rupees Fine or Both

 ISO Certification- cannot be renewed – in case of non-compliance 



LIABILITIES..

 ISMS Audit- Control A 18.1.1 

 Annual Financial Audit- Imprisonment- exist a risk-

however remote

 Non- reporting of complete cyber security incident – Civil 

& Criminal Liability

 Manipulation or Tampering of Logs- Sec 463, 468, 469 –

IPC- Criminal Liability- Sec 65, 66, 43, 43A, 72- IT Act



LOSS OF REPUTATION, TRUST- BEYOND 

CALCULATIONS..



IN CASE OF NON- REPORTING-



SOCIAL MEDIA, OTT GUIDELINES 2021



IT RULES 2021

PERIODICAL INTIMATION- ATLEAST ONCE AN 

YEAR-

NON- COMPLIANCE:

• PRIVACY POLICY

• TERMS & CONDITIONS

• USER AGREEMENT

• DATA PROTECTION AGREEMENTS



 NOT TO DISPLAY, HOST, UPLOAD, MODIFY, PUBLISH, TRANSMIT, STORE, 
UPDATE, SHARE the following Information

• That belongs to any other person of which you have no right

• Defamatory

• Obscene, pornographic, paedophilic

• Invasion of Privacy

• Bodily injury, insult or harass- on the basis of gender

• Libelous

• Racially or ethnically objectionable

• Relating or encouraging money laundering or gambling

• Harmful to children



•IP infringement- Trademark, Copyrights, Patents or other Proprietary 
Rights

• Violates any Law being in force

• Any info- that deceives, misleads the origin of the message-
knowingly, intentionally

• Impersonation

• Threatening the unity, integrity, defence, security or sovereignty of 
India, friendly relations with foreign states, public order, causes 
incitement to the commission of any cognizable offence, prevents 
investigation of any offence, insulting other nations

• Contains Software Virus or any other computer code, file, program 
designed to interrupt, destroy or limit the functionality of any 
computer, computer resource

• Any info- patently false, untrue- written or published in any form-
intent to mislead, harass a person, entity or agency for financial gain 
or to cause any injury to any person



 NON-HOSTING, NON- STORAGE, NON- PUBLISHING- UNLAWFUL INFORMATION-

COMPUTER RESOURCES-

 • RECEIVING KNOWLEDGE

 • ORDER – COURT, GOVT.,

 ❖ SOVEREIGNITY, INTEGRITY OF INDIA

 ❖ SECURITY OF STATE

 ❖ FRIENDLY RELATIONS WITH FOREIGN STATES

 ❖ PUBLIC ORDER

 ❖ MORALITY, DECENCY

 ❖ CONTEMPT OF COURT

 ❖ DEFAMATION

 ❖ INCITEMENT TO AN OFFENCE

 ❖ ANY INFO-PROHIBITED BY LAW



ANY INFO- HOSTED, STORED, PUBLISHED

 ANY INFO- HOSTED, STORED, PUBLISHED-

 • REMOVE

 • DISABLE ACCESS

 TIMELINE- WITHIN 36 HOURS- COURT ORDER, GOVT. ORDER



ANY INFO- HOSTED, STORED, PUBLISHED

 ANY INFO- HOSTED, STORED, PUBLISHED-

 • REMOVE

 • DISABLE ACCESS

 ❖ VOLUNTARY REMOVAL

 ❖ GRIEVANCES



PROVIDE INFO

 PROVIDE INFO-

 • COURT ORDER, GOVT. ORDER- IN WRITING, PURPOSE- SEEKING INFO

 • TIMELINE- WITHIN 72 HOURS

 • ASSISTANCE- INVESTIGATION, CYBER SECURITY INCIDENTS, 

 PROSECUTION OF OFFENCES, VERIFICATION OF IDENTITY



TECH CONFIG

 TECHNICAL CONFIGURATION

 • NOT KNOWINGLY

 ❖ DEPLOY

 ❖ INSTALL

 ❖ MODIFY

 TECHNICAL CONFIG- THAT MAY CHANGE OR HAS THE POTENTIAL TO 

 CHANGE THE NORMAL COURSE OF OPERATION – COMPUTER 

 RESOURCE

 • DEVELOP, PRODUCE, DISTRIBUTE, EMPLOY- TECHNOLOGICAL 

 MEASURES- PURPOSE – SECURING COMPUTER RESOURCE AND 

 INFORMATION CONTAINED THEREIN



GRIEVANCE- REPORTING & MECHANISM

 GRIEVANCE – ACKNOWLEDGEMENT

 TIMELINE- WITHIN 24 HOURS - FROM THE TIME OF RECEIPT OF GRIEVANCES

 GRIEVANCE – DISPOSAL AND RESOLUTION

 TIMELINE- WITHIN 15 DAYS – FROM THE TIME OF RECEIPT OF GRIEVANCES

 ACKNOWLEDGE- COURT ORDERS, GOVT. ORDERS

 GRIEVANCE OFFICER- ACKNOWLEDGE

 DETAILS OF GRIEVANCE OFFICERS – SHOULD BE PUBLISHED – RESIDENT INDIAN



SPECIFIC GRIEVANCES-

 SPECIFIC GRIEVANCES- ELECTRONIC FORM

 • NUDITY

 • SEXUAL ACTS OR CONDUCTS

 • PERSONAL PRIVACY

 • IMPERSONATION

 • ARTIFICIALLY MORPHED IMAGES

 TIMELINE- 24 HOURS- REMOVAL, DISABLING ACCESS



DATA RETENTION- IT RULES 2021

 DATA RETENTION

 TIMELINE: 180 DAYS – DATA RETENTION



NON- OBSERVANCE OF RULES

 RULE 7-

 SEC 79- IT ACT- NOT APPLICABLE

 Where an intermediary fails to observe these rules, the provisions of 

 sub-section (1) of section 79 of the Actshall not be applicable to such 

intermediary and the intermediary 

 shall be liable for punishment under any law for the time being in force 

including the provisions of the Act 

 and the Indian Penal Code.



SPDI

Password

Health

condition

Sexual 
orientation

Health
records

Bio-
metrics

Financial 
info

SENSITIVE PERSONAL DATA OR 

INDORMATION UNDER LAWs



EXCEPTION & damages

 Any information that is freely available or 

accessible in public domain or furnished 

under the Right to Information Act, 2005 or 

any other law will not be regarded as 

sensitive personal data or information for 

the purposes of law.



PERSONAL INFO- under IT Rules 2011

 Sec 2(1)(i)- IT RULES 2011

 “Personal Information” means any information that 

relates to a natural person, which, either directly or 

indirectly, in combination with other information 

available or likely to be available with a body 

corporate, is capable of identifying such person.



LEGAL DEFINTION OF COMPUTER

 Sec 2(1)(i)- IT Act

 "Computer" means any electronic magnetic, optical or 

other high-speed data processing device or system which 

performs logical, arithmetic, and memory functions by 

manipulations of electronic, magnetic or optical impulses, 

and includes all input, output, processing, storage, 

computer software, or communication facilities which are 

connected or related to the computer in a computer 

system or computer network;



COMMUNICATION DEVICES

 Similarly the word ‘communication devices’ 

inserted in the Information Technology Amended 

Act 2008 has been given an inclusive definition, 

taking into its coverage cell phones, personal 

digital assistance or such other devices used to 

transmit any text, video etc like what was later 

being marketed as iPad or other similar devices 

on Wi-Fi and cellular models.



BALKANIZATION OF INTERNET 



BLOCKCHAIN



FAKE, FAKE, FAKE ALL AROUND

 FAKE APPS

 FAKE MOBILE RECHARGES

 FAKE VACCINES

 FAKE NETFLIX SUBSCRIPTION 

 FAKE CHARITIES / DONATIONS

 FAKE VACCINES, TESTING KITS & GOODS  





NET WE ACCESS 

DARK NET

DARKNET & CYBER SECURITY 









CYBER BULLYING 



CYBER HARRASSMENT 



PHISHING



MOBILE UPLOADS ….

 UPLOADING PICS FROM MOBILES

 ESP SMART PHONES

 LATITUDES & LONGITUDES – CAN BE CAPTURED 

 LOCATION CAN BE TRACED



WHATSAPP ……

 NO PRIVACY

 TERMS & CONDITIONS 

 WHATEVER U POST IS NOT YOUR CONTENT 

 STATUS SUBMISSION 

 AUDIO/VIDEO/IMAGE/TEXT

 BECOMES INFO IN PUBLIC DOMAIN 



SEC 43- IT ACT

 Section 43 - Unauthorized Access

 Damages casn be claimed by way of 

compensation



If any person 
without permission 

of the owner or 
incharge of a 

computer 

Accesses or 

secures access 

to a computer
Downloads, 

copies or 

extracts data

Introduces 

computer 

contaminant or 

virus 

Damages 

computer

Disrupts 

computer or 

networkCauses 
denial of 
access

Provides 

assistance to 

facilitate 

illegal access

Charges the 

services availed of 

by a person on the 

account of another 

person

Destroys, deletes, 
alters , diminishes 
value or utility or 
affects injuriously 

Steals, conceals, 
destroys or alters 
computer source 

code 



THEFT OF COMPUTER SOURCE CODE

 Theft or Tampering of Computer Source Code 
is defined under Sec 65 of the I.T Act 2000.

 For the purpose of this section “Computer 
Source Code “ includes :-

1. Listing of Programs
2. Computer Commands
3. Design and Layout 
4. Program Analysis of computer resource in any 

form



OFFENCES IN RESPECT OF COMPUTER 

SOURCE CODE

The following are the offences in respect of 
computer source code maintained by law.

 Knowingly or Intentionally Concealing

 Knowingly or Intentionally Destroying

 Knowingly or Intentionally Altering

 Knowingly or Intentionally Causing to Conceal

 Knowingly or Intentionally Causing to Destroy

 Knowingly or Intentionally Causing to Alter



SEC 66 – IT ACT 

 Computer related offences. -If any person, dishonestly or 

fraudulently, does any act referred to in section 43, 

 he shall be punishable with imprisonment for a term which may 

extend to three years or with fine which may extend to five (5) 

lakh rupees or with both. Explanation. -For the purposes of this 

section,-

 (a) the word "dishonestly" shall have the meaning assigned to it 

in section 24 of the Indian Penal Code (45 of 1860);

 (b) the word "fraudulently" shall have the meaning assigned to 

it in section 25 of the Indian Penal Code (45 of 1860).



SEC 66 (B)- IT AMENDED ACT

 Dishonestly receiving stolen computer resource or 

communication device 

 Covers use of stolen Computers, mobile phones, SIM 

Cards, etc.

 Also covers “data theft”

 Punishment – imprisonment up to 3 years  and fine



Identity theft

 Sec. 66 (C)

 Fraudulently or dishonestly using 

someone else’s electronic signature, 

password or any other unique 

identification feature

 Punishment - imprisonment up to 3 

years and fine



Sec 66d

 Sec. 66 (D)

 Cheating by pretending to be some 

other person by using computer 

resource

 Sec. 415 and 416 IPC relevant to prove 

“Cheating” and “Cheating by 

Personation” 

 Punishment – imprisonment up to 3 

years and fine



  PERSONAL PRIVACY



Sec 70- IT Act- Protected System



SEC 72 

 Section 72 – Breach of confidentiality and privacy

 Any person who, in pursuant of any of the powers 
conferred under this Act, rules or regulations made there 
under, has secured access to any electronic record, book, 
register, correspondence, information, document or other 
material 

 without the consent of the person concerned 

 discloses such electronic record, book, register, 
correspondence, information, document or other material

  to any other person shall be punished 

 with imprisonment for a term which may extend to two 
years, or with fine which may extend to one lakh rupees, 
or with both.



SEC 84 (b)– IT Act  

 84B. Punishment for abetment of offences.--Whoever 

abets any offence shall, if the act abetted is committed in 

consequence of the abetment, and no express provision is 

made by this Act for the punishment of such abetment, be 

punished with the punishment provided for the offence 

under this Act.

 Explanation.--An act or offence is said to be committed in 

consequence of abetment, when it is committed in 

consequence of the instigation, or in pursuance of the 

conspiracy, or with the aid which constitutes the abetment.



Sec 84 (c)- IT Act

 84C. Punishment for attempt to commit offences.--

Whoever attempts to commit an offence punishable by this 

Act or causes such an offence to be committed, and in such 

an attempt does any act towards the commission of the 

offence,

 shall, 

 where no express provision is made for the punishment of 

such attempt, be punished with imprisonment of any 

description provided for the offence, for a term which may 

extend to one-half of the longest term of imprisonment 

provided for that offence, or with such fine as is provided for 

the offence, or with both



SOCIAL MEDIA POSTS AS EVIDENCE



THINGS TO SECURE A SYSTEM

WHAT I AM

WHAT I HAVE

WHAT I KNOW

 A system is as strong as its weakest link.



CYBER RESILIENCE



AGENCIES – CYBER SECURITY

 NATIONAL CYBER SECURITY CO-ORDINATOR – NCSC 

 CYBER AND INFORMATION SECURITY DIVISION, MHA

 NCIIPC- CRITICAL INFORMATION INFRASTRUCTURE 

 INDIAN CYBER CRIME CO-ORDINATION CENTRE (I4C)

 DEFENCE CYBER AGENCY 



IT IS NOT WHAT IT SEEMS LIKE

193



194



AN INTERESTING PASSWORD CHANGE

195



196



SIZE DOES NOT MATTER

197



A QUOTE BY FACEBOOK ADDICT



INTERNET MEDICINE





GOD ON FB…..



FB STATUS UPDATE…



EMAIL BOMBING…







206





HOW COMPUTER CHANGED THE LIFE



BE WATCHFUL













WHAT IS NECESSARY IS ONLY WHAT IS 

REQUIRED
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